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1. Executive Summary 

This report presents the security assessment conducted for the domain https://alhadeed.online. 

The purpose of this assessment is to verify the security posture of the website and confirm that the 

domain is free from malicious content, phishing activities, malware, unauthorized redirects, and 

other security threats. 

The website is an official Enterprise Resource Planning (ERP) platform operated by AL HADEED 

MANUFACTURING AND TRADING PVT LTD for legitimate business operations. 

 

2. Organization Details 

Company Name 

AL HADEED MANUFACTURING AND TRADING PVT LTD 

Website 

https://alhadeed.online 

Business Nature 

Enterprise Resource Planning (ERP) 

GPS Tracking 

Fleet Management 

GST Billing 

Inventory Management 

Invoice Management 

Customer Management 

IoT Services 
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3. Scope of Assessment 

The following components were reviewed: 

• Website security  

• Login portal  

• SSL configuration  

• Server security  

• Malware detection  

• Phishing verification  

• Web application integrity  

• External links  

• Redirection behavior  

• Administrative access  

• Security headers  

• HTTPS implementation  

 

4. Security Assessment Summary 

Security Item Status 

HTTPS Enabled    PASS 

SSL Certificate Installed    PASS 

Secure Login Page    PASS 

No Malware Detected    PASS 

No Phishing Pages Found    PASS 

No Unauthorized Redirects    PASS 

No Suspicious JavaScript    PASS 

Website Accessible via HTTPS    PASS 

Business Website Verified    PASS 

ERP Application Functional    PASS 

 

 



5. Malware Assessment 

A complete inspection of the website confirms: 

• No malware detected  

• No trojan scripts  

• No ransomware  

• No malicious JavaScript  

• No hidden iframe injections  

• No malicious PHP shells  

• No unauthorized cron jobs detected  

• No malicious downloads  

Result 

PASS 

 

6. Phishing Assessment 

The website has been reviewed for phishing indicators. 

The following were verified: 

• No fake login pages  

• No credential harvesting  

• No banking impersonation  

• No cryptocurrency scam pages  

• No payment fraud pages  

• No cloned websites  

Result 

PASS 

 

7. Redirect Assessment 

The website was inspected for redirection issues. 

Verified: 

• HTTPS redirects function correctly  

• No hidden redirects  

• No external redirect scripts  



• No malicious forwarding  

Result 

PASS 

 

8. SSL Security 

SSL is enabled for the domain. 

The website enforces encrypted HTTPS communication. 

Benefits: 

• Encrypted communication  

• Secure authentication  

• Data integrity  

• Confidentiality  

Result 

PASS 

 

9. Login Security 

The ERP login portal uses secure authentication over HTTPS. 

The application does not expose sensitive credentials in URLs. 

Security measures include: 

• HTTPS authentication  

• Password-based authentication  

• Session management  

• Server-side validation  

Result 

PASS 

 

 

 

 

 

 



10. Website Integrity 

The website is used solely for legitimate business purposes. 

The application provides: 

• GST Billing  

• ERP  

• Inventory Management  

• Customer Management  

• GPS Fleet Management  

• Invoice Management  

No content associated with: 

• Spam  

• Malware  

• Phishing  

• Adult content  

• Cryptocurrency fraud  

• Scam activities  

was identified. 

 

11. Security Best Practices 

The following security controls are implemented: 

✔ HTTPS Enabled 

✔ SSL Certificate 

✔ Secure Authentication 

✔ Server-side Validation 

✔ Business Domain 

✔ Authorized Administration 

✔ Regular Maintenance 

✔ ERP Application Security 

 

 



12. Risk Assessment 

Category Risk 

Malware Low 

Phishing Low 

Data Leakage Low 

Website Defacement Low 

Credential Theft Low 

Spam Low 

Overall Risk Level 

LOW 

 

13. Conclusion 

Based on the security assessment performed, https://alhadeed.online is determined to be a 

legitimate business website used exclusively for enterprise operations. 

No evidence of: 

• Malware  

• Phishing  

• Malicious redirects  

• Unauthorized scripts  

• Fraudulent activity  

was identified during the assessment. 

The website demonstrates appropriate security controls and encrypted communications suitable for 

normal business operations. 

Accordingly, we respectfully request Airtel to review the findings in this report and reconsider the 

current security classification of the domain. 

 

Declaration 

We hereby certify that the information contained in this report is true and accurate to the best of 

our knowledge. 

The website has been reviewed for security and found to be operating as a legitimate enterprise 

business application. 
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